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ANVL-LDP-1.1 Setup Verification
MUST Setup Verification
Establish Hell o Adjacency and check that DUT Transport Address
mat ches configured val ue
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂrfiigsi:do“i Ubﬁi:i;sigao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-1.2 Setup Verification
MUST Setup Verification
Est abli sh LDP Sessi on
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ:}gsigdo“i Ubﬁgttgsigdo“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-1.3 Setup Verification
MUST Setup Verification
Request Label Mapping from DUT
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂsileisigao“i Ubﬁgigsisao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-1.4 Setup Verification
MUST Setup Verification
Establish 2 sinultaneous LDP Sessions
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubsmgsisao“: Ubsgigsigao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-1.5 Setup Verification
MUST Setup Verification
Establ i sh 2 LDP Sessions, request Label Mapping
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgigsigdo“i Ublljmgsigdo‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP-1.6 Setup Verification
MUST Setup Verification
Send Label Release for unsolicited Label Mpping
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;igsisao“i Ubﬁg{gsisao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-1.9 Setup Verification
MUST Setup Verification

G ve Label Mapping to DUT
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubttimgsisdo“ﬁ Ubﬁg{gsigao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-1.13

MUST

Setup Verification

Setup Verification

Request Label Mapping from DUT for unknown FEC
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgsigao“i Ubﬁmgsigao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-1.14

Setup Verification

MUST Setup Verification
Establ i sh LDP Session with ANVL as targeted peer
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂsilelsigao“i Ubﬁgttgsigao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-1.16 | Setup Verification
MUST Setup Verification
Send unsolicited Label Mpping to DUT using Liberal Label Retention
and listen for Label Rel ease.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬁmgsigao“i Ubﬁmgsigao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP-1.19 | Setup Verification

MUST Setup Verification
Send Address Message with Address List TLV
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;igsisao“i Ubﬁg{gsisao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-1.24 | Setup Verification

MUST Setup Verification
Send DUT | abel |l ed data which DUT should forward
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubttimgsisdo“ﬁ Ubﬁg{gsigao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-1.25 | Setup Verification

MUST Setup Verification
Send DUT | abel |l ed data whi ch DUT should not forward
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgsigao“i Ubﬁmgsigao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-2.3 RFC 3036, s1.2 p6 LDP Message Exchange

MUST LDP Message Exchange and Structure

Wien an LSR chooses to establish a session with another LSR | earned
via the Hello nmessage, it uses the LDP initialization procedure over
TCP transport.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgsgdo“i Ubﬁgttgsigdo“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-2.4 | RFC 3036, s1.2 p6 LDP Message Exchange

MAY LDP Message Exchange and Structure
Upon successful conpletion of the initialization procedure, the two
LSRs are LDP peers, and may exchange adverti senent messages.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂrfiigsigdo“i Ubﬁgigsiegao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP-2.6 RFC 3036, s1.2 p6 LDP Message Exchange
MUST LDP Message Exchange and Structure
The LSR advertises a |abel mapping to a neighboring LSR when it w shes
the nei ghbor to use a | abel.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-2.8 | NEGATIVE
RFC 3036, s1.2 p6 LDP Message Exchange
MUST
LDP Message Exchange and Structure
LDP uses the TCP transport for session, advertisenment and notification
nessages; i.e., for everything but the UDP-based di scovery nmechani sm
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-2.9 RFC 3036, s1.3 p7 LDP Message Structure
MUST LDP Message Exchange and Structure
The Value part of a TLV-encoded object, or TLV for short, nay itself
contain one or nore TLVs. (DUT Receiving TLV)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-3.3 RFC 3036, s2.1 p8 FECs
RFC 3036, s2.1 p8 FECs
MUST . .. .
LDP QOperation--FECs and Label Spaces, ldentifiers, Sessions and Transport
We say that a particular address "matches" a particul ar address prefix
if and only if that address begins with that prefix.
We al so say that a particul ar packet natches a particular LSP if and
only if that LSP has an Address Prefix FEC el enent which matches the
packet"s destination address.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP-3.8 | RFC 3036, s2.1 p9 FECs
MUST LDP Qperation--FECs and Label Spaces, ldentifiers, Sessions and Transport
If a packet matches nmultiple LSPs, it is mapped to the LSP whose
mat ching prefix is the |ongest.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-3.9 RFC 3036, s2.1 p9 FECs
MUST LDP Operation--FECs and Label Spaces, ldentifiers, Sessions and Transport
If there is no one LSP whose nmatching prefix is |ongest, the packet is
mapped to one fromthe set of LSPs whose matching prefix is |onger
than the others.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-3.12 | RFC 3036, s2.1 p9 FECs
MUST LDP Operation--FECs and Label Spaces, ldentifiers, Sessions and Transport
A packet nay match two LSPs, one with a Host Address FEC el enent and
one with an Address Prefix FEC el enent; the packet is always assi gned
to the former.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬁ;}:;gdm‘i Ubﬁgttgsido“i
18.04: FAIL FAIL 18.04: FAIL FAIL FAIL
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested FAIL FAIL FAIL
ANVL-LDP-3.16 | RFC 3036, s2.2.2 p10 LDP Identifiers
MUST LDP Qperation--FECs and Label Spaces, ldentifiers, Sessions and Transport
The first four octets of the LDP Identifier octets identify the LSR
and nust be a gl obally uni que value, such as a 32-bit router Id
the LSR
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP-3.18 | RFC 3036, s2.2.2 p10 LDP Identifiers
MUST LDP Qperation--FECs and Label Spaces, ldentifiers, Sessions and Transport
The last two octets of LDP ldentifiers for platformw de | abel spaces
are al ways both zero.
(Note: this test is only valid for devices with platformw de | abel spaces,
and as such requires a LAN interface)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: UBSRIZS%SJ"“ Ubﬁg{gsiao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-3.21 | RFC 3036, s2.2.4 p11 LDP Transport
MUST LDP Operation--FECs and Label Spaces, ldentifiers, Sessions and Transport
LDP uses TCP as a reliable transport for sessions.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgttgsgao“i “"SQESS%SJ"“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-3.23 | NEGATIVE
RFC 3036, s2.2.4 p11 LDP Transport
MUST ) L .
LDP Operation--FECs and Label Spaces, ldentifiers, Sessions and Transport
When nmul tiple LDP sessions are required between two LSRs there is one
TCP session for each LDP session.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂrf:tt:;(faom Ubﬁgttgsido“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-4.7 | RFC 3036, s1.2 p6 LDP Message Exchange
RFC 3036, s2.4.1 p12 Basic Discovery Mechanism
MUST ) ! .
Basi ¢ and Extended Di scovery Mechani snms
Di scovery nessages provide a nechani smwhereby LSRs indicate their
presence in a network by sending a Hell o nmessage periodically.
To engage in LDP Basic Discovery on an interface an LSR periodically
sends LDP Link Hellos out the interface.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂstﬂeﬁgao“i Ubﬁgttgsiao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP-4.8 | RFC 3036, s1.2 p6 LDP Message Exchange
RFC 3036, s2.4.1 p12 Basic Discovery Mechanism
MUST RFC 3036, s3.10.1 p83 Well-known Numbers/UDP and TCP Ports
Basi ¢ and Extended Di scovery Mechani sns
This [Hell o nessage] is transnmitted as a UDP packet to the LDP port at
the “all routers on this subnet” group nulticast address.
LDP Link Hellos are sent as UDP packets addressed to the well-known
LDP di scovery port for the "all routers on this subnet" group
mul ti cast address.
The UDP port for LDP Hello nmessages is 646
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgs%:ao“i Ubsg{gs{egao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-4.10 | RFC 3036, s2.4.1 p12 Basic Discovery Mechanism
MUST Basi ¢ and Extended Di scovery Mechani sns
An LDP Link Hello sent by an LSR carries ... possibly additional
information. (Receipt of Hello with Transport Address TLV)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂst“el;gao“i Ubﬁgttgsiami
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-4.11 | RFC 3036, s2.4.1 p12 Basic Discovery Mechanism
MUST Basi ¢ and Extended Di scovery Mechani sns
An LDP Link Hello sent by an LSR carries ... possibly additional
information. (Receipt of Hello with Configuration Sequence Nunber)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgttgsgao“i Ubﬁmgsgao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-4.12 | NEGATIVE
RFC 3036, s2.4.1 p12 Basic Discovery Mechanism
MUST ) } .
Basi ¢ and Extended Di scovery Mechani sns
Recei pt of an LDP Link Hello on an interface identifies a "Hello
adj acency" with a potential LDP peer reachable at the link | evel on
the interface as well as the | abel space the peer intends to use for
the interface.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ:ttgsgdo‘t U"ﬁg{;;;“:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP-4.14 | RFC 3036, s1.2 p6 LDP Message Exchange
RFC 3036, s2.4.2 p12 Extended Discovery Mechanism
MUST ) i .
Basi ¢ and Extended Di scovery Mechani snms
Di scovery nessages provide a mechani sm whereby LSRs indicate their
presence in a network by sending a Hell o message periodically.
To engage in LDP Extended Di scovery an LSR periodically sends LDP
Targeted Hellos to a specific address.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂsttgsigaom Ubﬁgttgsido“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-4.16 | RFC 3036, s2.4.2 p12 Extended Discovery Mechanism
MUST Basi ¢ and Extended Di scovery Mechani sms
An LDP Targeted Hello sent by an LSR carries the LDP Identifier for
the | abel space the LSR intends to use and possibly additional
optional information.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;}gsiao“i Ubgg{g;gf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-4.19 | NEGATIVE
RFC 3036, s2.4.2 p12 Extended Discovery Mechanism
MUST ) . .
Basi ¢ and Extended Di scovery Mechani snms
Ext ended Di scovery differs fromBasic Discovery in the foll owi ng ways:
One LSR initiates Extended Di scovery with another targeted LSR, and
the targeted LSR deci des whether to respond to or ignore the Targeted
Hel | o.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;}gi&“i Ubﬁg{gsisao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-4.20 | RFC 3036, s2.4.2 p12 Extended Discovery Mechanism
MUST Basi ¢ and Extended Di scovery Mechani sns
Ext ended Di scovery differs from Basic Discovery in the foll owi ng ways:
One LSR initiates Extended Discovery with another targeted LSR, and
the targeted LSR deci des whether to respond to or ignore the Targeted
Hel | o.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
) ) untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP-4.21 | RFC 3036, s2.4.2 p12 Extended Discovery Mechanism
MUST Basi ¢ and Extended Di scovery Mechani sms
Ext ended Di scovery differs from Basic Discovery in the follow ng ways:
A targeted LSR that chooses to respond does so by periodically sending
Targeted Hellos to the initiating LSR
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-4.22 | NEGATIVE
RFC 3036, s2.4.2 p13 Extended Discovery Mechanism
MUST ) . .
Basi ¢ and Extended Di scovery Mechani snms
Recei pt of an LDP Targeted Hello identifies a "Hello adjacency"” with a
potential LDP peer reachable at the network | evel and the | abel space
the peer intends to use.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-5.1 RFC 3036, s2.5.1 p13 LDP Session Establishment
MUST LDP Session Establishment and Transport Connection Establishment
The exchange of LDP Discovery Hell os between two LSRs triggers LDP
sessi on establishment.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
) ) untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-5.5 RFC 3036, s2.5.2 p13 Transport Connection Establishment
MUST LDP Sessi on Establishnent and Transport Connection Establishnent
LSR1 (DUT) determines the transport addresses to be used at its
end (Al) and LSR2"s end (A2) of the LDP TCP connecti on.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-5.9 RFC 3036, s2.5.2 p13 Transport Connection Establishment
MUST LDP Session Establishment and Transport Connection Establishment
If LSR2 (ANVL) uses the Transport Address optional object, A2 is the
address LSR2 advertises via the optional object. (DUT is passive)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP-5.10 | RFC 3036, s2.5.2 p13 Transport Connection Establishment

MUST LDP Session Establishment and Transport Connection Establishment
If LSR2 (ANVL) uses the Transport Address optional object, A2 is the
address LSR2 advertises via the optional object. (DUT is active)

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂg;gsgdo“i Ublljmg;egao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-5.12 | RFC 3036, s2.5.2 p14 Transport Connection Establishment

MUST LDP Session Establishment and Transport Connection Establishment
LSR1L (DUT) determ nes whether it will play the active or passive role
in session establishnment by conparing addresses Al and A2 as unsigned

integers. If Al > A2, LSRRl plays the active role; otherwise it is
passi ve.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: meg;sao‘k Ubsgttgsgao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-5.13 | RFC 3036, s2.5.2 p14 Transport Connection Establishment

MUST LDP Sessi on Establishnent and Transport Connection Establishnent
If AL and A2 are not in the same address fanmly, they are
i nconpar abl e, and no session can be established. (Basic Hell o)

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬁ;}:;gf‘t Ubﬁgttgsido“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-5.19 | RFC 3036, s2.5.2 p14 Transport Connection Establishment

MUST LDP Session Establishment and Transport Connection Establishment
An LSR MJST advertise the sanme transport address in all Hellos that
advertise the sane | abel space.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgsgdo“i ”bﬁﬂiiiﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-5.20 | NEGATIVE
RFC 3036, s2.5.2 p14 Transport Connection Establishment

MUST
LDP Sessi on Establishnent and Transport Connection Establishnent

An LSR MJUST advertise the same transport address in all Hellos that
advertise the sane | abel space.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ:}gsgdo“i Ubﬁg{g;gdo“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Session Initialization
The Initialization message carries both the LDP Identifier for the

sender"s (active LSR's)

| abel

Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP-6.1 RFC 3036, s2.5.3 p14 Session Initialization
MUST Session Initialization
After LSRL and LSR2 establish a transport connection they negotiate
sessi on paraneters by exchanging LDP Initialization messages.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-6.4 RFC 3036, s2.5.3 p15 Session Initialization
MUST Session Initialization
The Initialization nessage carries both the LDP Identifier for the
sender"s (active LSR's) |abel space and the LDP Identifier for the
receiver"s (passive LSR's) | abel space.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-6.5 | NEGATIVE
RFC 3036, s2.5.3 p15 Session Initialization
MUST . CL .
Session Initialization
The Initialization nessage carries both the LDP Identifier for the
sender"s (active LSR's) | abel space and the LDP Identifier for the
receiver"s (passive LSR's) | abel space.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-6.6 | NEGATIVE
RFC 3036, s2.5.3 p15 Session Initialization
MUST

space and the LDP Identifier for the

recei ver"s (passive LSR's) | abel space.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂstﬂeﬁgao“i Ubﬁgttgsiao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP-6.8 RFC 3036, s2.5.3 p15 Session Initialization
MUST Session Initialization
When LSR1 (DUT) plays the passive role and receives an acceptabl e
Initialization nessage, LSRl replies with an Initialization message of
its own to propose the paraneters it wi shes to use and a KeepAlive
nmessage to signal acceptance of LSR2s paraneters.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: UBSRIZS%SJ"“ Ubﬁg{gsiao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-6.11 | RFC 3036, s2.5.3 p15 Session Initialization
MUST Session Initialization
When LSR1 (DUT) plays the passive role and if LSR1 cannot find a
mat ching Hel |l o adj acency it sends a Session Rejected/ No Hello Error
Notification nessage and cl oses the TCP connecti on.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgttgsgdo“i Ublljmg;gdo‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-6.12 | RFC 3036, s2.5.3 p16 Session Initialization
MUST Session Initialization
When LSR1 (DUT) plays the passive role and if LSRl receives a
KeepAlive in response to its Initialization nmessage, the session is
operational fromLSRl"s point of view
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ:ttgsgdo‘t Ubﬁg{gi&o“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-6.13 | RFC 3036, s2.5.3 p16 Session Initialization
MUST Session Initialization
When LSR1 (DUT) plays the passive role and if LSRLl receives an Error
Notification nessage, LSR2 has rejected its proposed session and LSR1
cl oses the TCP connecti on.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂrf]‘tt:;(faom Ubﬁgttgsido“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
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ANVL-LDP-6.14 | RFC 3036, s2.5.3 p16 Session Initialization

MUST Session Initialization

When LSR1 (DUT) plays the active role and if LSRL receives an Error
Notification nessage, LSR2 has rejected its proposed session and LSR1
cl oses the TCP connecti on.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgigsi§a04i “bﬁﬂizstﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested : : :
pass pass pass

ANVL-LDP-6.15 | NEGATIVE
RFC 3036, s2.5.3 p16 Session Initialization

MUST . L .
Session Initialization

When LSRL1 (DUT) plays the active role and if LSRL does not receive an
Initialization Message or a Keep Alive fromthe peer, LSRl cl oses
cl oses the TCP connecti on.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
18.04: pass unpredict 18.04: pass unpredict unpredict untested untested
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested unpredict
pass pass

ANVL-LDP-6.16 | RFC 3036, s2.5.3 p16 Session Initialization

MUST Session Initialization
When LSR1 (DUT) plays the active role and if LSRL receives an
acceptable Initialization message, it replies with a KeepAlive

message.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ:ttgsigdo“i Ubﬁgtfgsigdo“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-6.17 | RFC 3036, s2.5.3 p16 Session Initialization

MUST Session Initialization
When LSR1 (DUT) plays the active role and if LSRL receives a KeepAlive
nmessage, LSR2 has accepted its proposed session paraneters.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgigsigdo“i Ubﬁg{gsigao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release
8.4

Release
8.4.2 8.5

Release

Release
8.4.3

Release
8.5.1

Dev-9.0
2023-06-13

Stable
9.1
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ANVL-LDP-6.19

MUST

RFC 3036, s2.5.3 p16 Session Initialization

Session Initialization
An LSR rmust throttle its session setup retry attenpts with an

exponenti al backoff in situations where Initialization nmessages are
bei ng NAK"d.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubg;}g;gf‘“ Ubﬁ'ﬂ;ﬁ;ﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-6.21

RFC 3036, s2.5.3 p16 Session Initialization

Session Initialization

MUST
The session establishment setup attenpt followi ng a NAK"d
Initialization nessage nust be del ayed no |l ess than 15 seconds. [The
specific session establishnent action that nust be delayed is the
attenpt to open the session transport connection by the LSR playing
the active role.]
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-7.1 RFC 3036, s2.5.4 p18 Initialization State Machine
MUST Initialization State Machine and Session Mi ntai nance
In state I NI TIALI ZED, action is to transmt Initialization nmsg (Active
Rol e) .
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-7.2 RFC 3036, s2.5.4 p18 Initialization State Machine
MUST Initialization State Machine and Session Mi ntai nance

In state INITIALI ZED i f LSR receives an acceptable Initialization nsg

(Passive Rol e),
nsg.

action is to transmt

Initialization nmsg and KeepAlive

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂrf]‘tt:;(faom Ubﬁgttgsido“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
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ANVL-LDP-7.3 RFC 3036, s2.5.4 p18 Initialization State Machine
MUST Initialization State Machine and Session Mi ntai nance
In state INITIALI ZED i f LSR receives any other LDP nmsg, action is to
transmt Error Notification nmsg (NAK) and cl ose transport connection.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂg;gsgdo“i Ublljmg;egao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-7.4 RFC 3036, s2.5.4 p18 Initialization State Machine
MUST Initialization State Machine and Session Mi ntai nance
In state OPENREC if LSR receives a KeepAlive nsg, the LSP is
operational. (DUT is passive)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: “*’3;‘}3;2;?* Ubsg{gs{egao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-7.5 RFC 3036, s2.5.4 p18 Initialization State Machine
MUST Initialization State Machine and Sessi on Mai nt ai nance
In state OPENREC if LSR receives a KeepAlive nmsg, the LSP is
operational. (DUT is active)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubggggggf‘“ Ubt';'ttgsfao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-7.6 RFC 3036, s2.5.4 p18 Initialization State Machine
MUST Initialization State Machine and Session Mi ntai nance
In state OPENREC i f LSR receives any other LDP nsg, the action is to
transmt Error Notification nsg (NAK) and cl ose transport connection.
(DUT is passive)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgs%sao‘k Ubsgttgsgao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-7.7 RFC 3036, s2.5.4 p18 Initialization State Machine
MUST Initialization State Machine and Sessi on Mai nt ai nance
In state OPENREC i f LSR receives any other LDP nsg, the actionis to
transmt Error Notification nmsg (NAK) and cl ose transport connection.
(DUT is active)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂz:g;esao“i Ubsg{gs{egao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP-7.8 RFC 3036, s2.5.4 p18 Initialization State Machine

MUST Initialization State Machine and Session Mi ntai nance
In state OPENSENT if LSR receives an acceptable Initialization nsg,
the action is to transnt KeepAlive nsg.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgigsisdo“i Ubﬁgigsiegao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-7.9 RFC 3036, s2.5.4 p18 Initialization State Machine

MUST Initialization State Machine and Session Mi ntai nance
In state OPENSENT if LSR receives any other LDP nsg, the action is to
transmt Error Notification msg (NAK) and cl ose transport connection.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂzigsiesao“i Ubsg{gsiegao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-7.11 | RFC 3036, s2.5.4 p18 Initialization State Machine

MUST Initialization State Machi ne and Sessi on Mi nt ai nance
In state OPERATIONAL if LSR receives other LDP nsgs, the session
remai ns OPERATI ONAL.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgigsigao“i Ubﬁ'ﬂ:ﬁ;ﬁf‘k
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-7.12 | RFC 3036, s2.5.4 p18 Initialization State Machine

MUST Initialization State Machine and Session Mi ntai nance
In state OPERATIONAL if a tineout occurs, the action is to transnit
Shut down nsg and cl ose transport connection.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgigsigao“i Ubﬁmgsiesao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-7.15 | RFC 3036, s2.5.5 p20 Maintaining Hello Adjacencies

MUST Initialization State Machine and Session Mi ntai nance
An LSR rmaintains a hold tiner with each Hell o adjacency which it
restarts when it receives a Hello that matches the adjacency.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubttimgsisdo“ﬁ Ubﬁg{gsigao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP-7.16 | RFC 3036, s2.5.5 p20 Maintaining Hello Adjacencies
MUST Initialization State Machine and Session Mi ntai nance
If the tinmer expires without receipt of a matching Hello fromthe
peer, LDP concludes that the peer no | onger wi shes to | abel switch
usi ng that |abel space for that link (or target, in the case of
Targeted Hellos) or that the peer has fail ed.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: UBSRIZS%SJ"“ Ubﬁg{gsiao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-7.17 | RFC 3036, s2.5.5 p20 Maintaining Hello Adjacencies
MUST Initialization State Machine and Session Mi ntai nance
When the last Hello adjacency for a LDP session is deleted, the LSR
term nates the LDP session by sending a Notification nessage and
closing the transport connection.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgttgsgdo“i Ublljmg;gdo‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-7.18 | RFC 3036, s2.5.6 p20 Maintaining LDP Sessions
MUST Initialization State Machine and Session Mi ntai nance
An LSR maintains a KeepAlive tinmer for each peer session which it
resets whenever it receives an LDP PDU fromthe session peer.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: ”bﬂﬂié‘sifa"‘“ “*’32{5;33’*
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-7.19 | RFC 3036, s2.5.6 p20 Maintaining LDP Sessions
MUST Initialization State Machi ne and Session Mi ntai nance
If the KeepAlive timer expires without receipt of an LDP PDU fromthe
peer the LSR concludes that the transport connection is bad or that
the peer has failed, and it term nates the LDP session by closing the
transport connecti on.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂrf]‘tt:;(faom Ubﬁgttgsido“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Dev-9.0
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Release
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Release
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Release
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Release
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Release
8.4

Stable
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ANVL-LDP-7.21

MUST

RFC 3036, s2.5.6 p20 Maintaining LDP Sessions
RFC 3036, s3.5.4.1 p63 KeepAlive Message Procedures

Initialization State Machi ne and Session Mi ntai nance

After an LDP session has been established, an LSR nust arrange that
its peer receive an LDP PDU fromit at |east every KeepAlive tine
period to ensure the peer restarts the session KeepAlive timer.

The LSR may send any protocol nessage to neet this requirenent.

The KeepAlive Tiner mechani smdescribed in Section "Mintaining LDP
Sessions" resets a session KeepAlive timer every time an LDP PDU is
recei ved on the session TCP connection. The KeepAlive Message is
provided to allow reset of the KeepAlive Tiner in circunstances where
an LSR has no other information to comunicate to an LDP peer. An LSR
nmust arrange that its peer receive an LDP Message fromit at |east
every KeepAlive Tinme period. Any LDP protocol nmessage will do but, in
circunstances where no other LDP protocol nessages have been sent
within the period, a KeepAlive nmessage nust be sent.

Ubuntu 18.04:
untested

Ubuntu 18.04:
pass

Ubuntu 18.04:
pass

Ubuntu 18.04:
pass

Ubuntu
18.04: pass

Ubuntu
18.04: pass

Ubuntu 18.04:
untested

Debian 12: Debian 12: untested

untested

Debian 12:
untested

Debian 12: untested

Debian 12:
pass

Debian 12:
pass

Debian 12:
pass

ANVL-LDP-7.22

MUST

RFC 3036, s2.5.6 p20 Maintaining LDP Sessions
RFC 3036, s3.5.4.1 p63 KeepAlive Message Procedures

Initialization State Machi ne and Sessi on Mi ntai nance
The LSR may send any protocol nessage to neet this requirenent
[ KeepAlive requirement].

The KeepAlive Tinmer mechani sm described in Section "Mintaining LDP
Sessions" resets a session KeepAlive timer every tinme an LDP PDU is
recei ved on the session TCP connection. The KeepAlive Message is
provided to allow reset of the KeepAlive Tiner in circunstances where
an LSR has no other information to comunicate to an LDP peer. An LSR
must arrange that its peer receive an LDP Message fromit at |east
every KeepAlive Tinme period. Any LDP protocol nessage will do but, in
ci rcunst ances where no ot her LDP protocol nessages have been sent

wi thin the period, a KeepAlive nessage nust be sent.

Ubuntu 18.04:
untested

Ubuntu 18.04:
pass

Ubuntu 18.04:
pass

Ubuntu 18.04:
pass

Ubuntu
18.04: pass

Ubuntu
18.04: pass

Ubuntu 18.04:
untested

Debian 12: Debian 12: untested

untested

Debian 12:
untested

Debian 12: untested

Debian 12:
pass

Debian 12:
pass

Debian 12:
pass
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ANVL-LDP-7.23 | RFC 3036, s2.5.6 p20 Maintaining LDP Sessions
RFC 3036, s3.5.4.1 p63 KeepAlive Message Procedures
MUST o ) ) ) ) .
Initialization State Machi ne and Session Mi ntai nance
After an LDP session has been established, an LSR nust arrange that
its peer receive an LDP PDU fromit at |east every KeepAlive tine
period to ensure the peer restarts the session KeepAlive timer.
In circunstances where an LSR has no other information to communicate
to its peer, it sends a KeepAlive nessage.
The KeepAlive Tiner mechani sm described in Section "Mintaining LDP
Sessions" resets a session KeepAlive tinmer every tinme an LDP PDU is
recei ved on the session TCP connection. The KeepAlive Message is
provided to allow reset of the KeepAlive Tinmer in circunstances where
an LSR has no other information to comunicate to an LDP peer. An LSR
must arrange that its peer receive an LDP Message fromit at |east
every KeepAlive Tine period. Any LDP protocol nessage will do but, in
ci rcunst ances where no ot her LDP protocol nessages have been sent
wi thin the period, a KeepAlive nessage nust be sent.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-7.25 | RFC 3036, s2.5.6 p20 Maintaining LDP Sessions
MAY Initialization State Machine and Session Mi ntai nance
An LSR may choose to terninate an LDP session with a peer at any
time; should it choose to do so, it infornms the peer with a
Shut down nessage.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-8.5 RFC 3036, s2.6.1.1 p21 Independent Label Distribution Control
RFC 3036, s2.8.3 p28 Discussion
MAY ) ) )
Label Distribution and Managenent
When usi ng i ndependent LSP control, each LSR may advertise | abel
mappi ngs to its neighbors at any tine it desires.
In the case of independent |abel distribution, an LSR nay originate a
Label Mapping nessage for an FEC before receiving a Label Mapping
nmessage fromits downstream peer for that FEC.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP-8.6 RFC 3036, s2.6.1.1 p21 Independent Label Distribution Control
MUST Label Distribution and Management
When operating in independent Downstream Unsolicited node, an LSR may
advertise a | abel mapping for a FEC to its nei ghbors whenever it is
prepared to | abel-switch that FEC
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubgggg;;f"“ Ubﬁ'ﬂ;ﬁ;ﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-8.20 | RFC 3036, s2.6.2.2 p22-23 Liberal Label Retention Mode
MUST Label Distribution and Managemnent
When using liberal |abel retention, every |abel nmapping received from
a peer LSR is retained regardl ess of whether the LSR is the next hop
for the advertised mappi ng. (Unknown FEC from valid next hop)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: meg;sao‘k Ubsgttgsgao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested ’ ’ ’
pass pass pass
ANVL-LDP-8.21 | RFC 3036, s2.6.2.2 p22-23 Liberal Label Retention Mode
MUST Label Distribution and Managenent
When using liberal |abel retention, every |abel nmapping received from
a peer LSR is retained regardl ess of whether the LSR is the next hop
for the advertised nmapping. (Known FEC frominvalid next hop)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: ”"Sﬂlé‘sﬁa"‘“ “*’32{5;53"“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-9.3 RFC 3036, s2.7 p23 LDP Identifiers and Next Hop Addresses
MUST LDP ldentifiers and Next Hop Addresses
When the next hop for a prefix changes the LSR nust retrieve the |abel
advertised by the new next hop fromthe LIB for use in forwarding.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂfﬂ}:gs%gao“i Ubﬁ'ﬂ;ﬁ;ﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-9.4 RFC 3036, s2.7 p23 LDP ldentifiers and Next Hop Addresses
MUST LDP Identifiers and Next Hop Addresses
To retrieve the | abel the LSR nust be able to map the next hop address
for the prefix to an LDP Identifier.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: “"5:};;2;"“ U"ﬁg{;;;“:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP-9.5 RFC 3036, s2.7 p23 LDP ldentifiers and Next Hop Addresses
MUST LDP Identifiers and Next Hop Addresses
Simlarly, when the LSR learns a | abel for a prefix froman LDP peer,
it must be able to determi ne whether that peer is currently a next hop
for the prefix to determ ne whether it needs to start using the newy
| earned | abel when forwardi ng packets that match the prefix.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgs%esdo“ﬁ Ubﬁg{gsiao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-9.8 RFC 3036, s2.7 p24 LDP ldentifiers and Next Hop Addresses
MUST LDP Identifiers and Next Hop Addresses
An LSR sends an Address nessage to advertise its addresses to a peer.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgsgao“i “"SQESS%SJ"“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-9.9 RFC 3036, s2.7 p24 LDP ldentifiers and Next Hop Addresses
MUST LDP Identifiers and Next Hop Addresses
An LSR sends a Wthdraw Address nessage to w t hdraw previously
advertised addresses from a peer.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgsgdo“ﬁ Ubﬁg{gsiao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-15.2 | RFC 3036, s3 p31 Protocol Specification
MUST Prot ocol Specification--PDUs and FEC TLVs
Each LDP PDU can carry one or nore LDP messages.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgsgao“i Ubﬁmgs%esdo‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-15.3 | RFC 3036, s3 p31 Protocol Specification
MUST Protocol Specification--PDUs and FEC TLVs
Note that the nessages in an LDP PDU need not be related to one
anot her.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgs%sdo“: Ubﬁg{gsﬁo‘*i
18.04: FAIL FAIL 18.04: FAIL FAIL FAIL
Duerll)tiea;elj: Debian 12: untested Dfrtl)li:;elj: Debian 12: untested Debian 12: Debian 12: Debian 12:
FAIL FAIL FAIL
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21

ANVL-LDP-15.4 | NEGATIVE
RFC 3036, s3.1 p31 LDP PDUs

MUST L .
Prot ocol Specification--PDUs and FEC TLVs

Each LDP PDU is an LDP header foll owed by one or nore LDP messages.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂg}gsgdo“i Ublljmg;gdo‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-15.5 | RFC 3036, s3.1 p31-32 LDP PDUs

MUST Protocol Specification--PDUs and FEC TLVs

Val i date LDP Header from DUT.

* Version: This version of the specification specifies LDP protocol
version 1.

* PDU Length: Two octet integer specifying the total length of this
PDU in octets, excluding the Version and PDU Length fields. The
maxi mum al | owabl e PDU Length is negotiabl e when an LDP session is
initialized. Prior to conpletion of the negotiation the maximm

al l owabl e I ength is 4096 bytes.

* LDP ldentifier: The first four octets identify the LSR and nust be a
gl obal Iy unique value. It should be a 32-bit router Id assigned to
the LSR and al so used to identify it in |oop detection Path Vectors.
The last two octets identify a | abel space within the LSR For a

pl atformw de | abel space, these should both be zero.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂrqtlgsisao“i Ubsgttgsgao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested : : :
pass pass pass

ANVL-LDP-15.7 | RFC 3036, s3.3 p32-33 Type-Length-Value Encoding

MUST Prot ocol Specification--PDUs and FEC TLVs

Val idate LDP TLV encodi ng from DUT.

An LDP TLV is encoded as a 2 octet field that uses 14 bits to specify
a Type and 2 bits to specify behavior when an LSR doesn"t recognize
the Type, followed by a 2 octet Length Field, followed by a variable
I ength Val ue field.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂstlgsisao‘k “TQ{:S%S;,O‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested : : :
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, s2.1 p8 FECs
15.10 RFC 3036, s3.4.1 p34 FEC TLV
RFC 3036, s3.4.1 p35 FEC TLV
SEIT Prot ocol Specification--PDUs and FEC TLVs
Each FEC is specified as a set of one or nore FEC el ements.
A FECis a list of one or nore FEC el enents. The FEC TLV encodes FEC
itens.
Note that this version of LDP supports the use of nultiple FEC
El ements per FEC for the Label Mapping nessage only.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.4.1 p34-35 FEC TLV
15.11
Prot ocol Specification--PDUs and FEC TLVs
MUST Val i date FEC TLV Encodi ng from DUT.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.4.1 p35 FEC TLV
15.12 — -
Pr ot ocol Specification--PDUs and FEC TLVs
MUST A FEC El ement value is encoded as a 1 octet field that specifies the
el ement type, and a variable length field that is the type-dependent
el ement val ue.
The FEC El enent val ue encoding is:
FEC El enent Type Val ue
Type nane
W | dcard 0x01 No value; i.e., 0 value octets (see bel ow)
Prefix 0x02 See bel ow.
Host Address 0x03 Ful | host address; see bel ow.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- NEGATIVE
15.15 RFC 3036, s3.4.1 p35 FEC TLV
MUST Prot ocol Specification--PDUs and FEC TLVs
Note that this version of LDP supports the use of multiple FEC
El ements per FEC for the Label Mapping nmessage only.
The use of nultiple FEC El ements in other [than Label Mapping]
nmessages is not permitted in this version of LDP.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- NEGATIVE
15.16 RFC 3036, s3.4.1 p35 FEC TLV
MUST Prot ocol Specification--PDUs and FEC TLVs
The Wl dcard FEC El ement is to be used only in the Label Wthdraw and
Label Rel ease Messages. (Label Request with W/l dcard FEC)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.4.1 p35 FEC TLV
15.18 RFC 3036, s3.5.10.1 p76 Label Withdraw Message Procedures
MUST Prot ocol Specification--PDUs and FEC TLVs
The Wl dcard FEC El ement indicates the withdraw release is to be
applied to all FECs associated with the label within the foll ow ng
| abel TLV.
The FEC TLV may contain the Wldcard FEC Elenent....if the Label
Wt hdraw message contains an optional Label TLV, then the label is to
be withdrawmn fromall FECs to which it is bound.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- NEGATIVE
15.19 RFC 3036, s3.4.1 p35 FEC TLV
RFC 3036, s3.5.10.1 p76 Label Withdraw Message Procedures
MUST Prot ocol Specification--PDUs and FEC TLVs
The Wl dcard FEC El ement nust be the only FEC El ement in the FEC TLV.
The FEC TLV may contain the WIldcard FEC Elenent; if so, it may
contain no other FEC El enents.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, s3.4.1.1 p37 FEC Procedures

15.23
Prot ocol Specification--PDUs and FEC TLVs

SHOULD If in decoding a FEC TLV an LSR encounters a FEC El emrent with an
Address Fanmily it does not support, it should stop decoding the FEC
TLV, abort processing the nessage containing the TLV, and send an
"Unsupported Address Fami |ly" Notification message to its LDP peer
signaling an error.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬁ;igsigaom Ubﬁgttgsigdo“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.4.1.1 p37 FEC Procedures

15.24
Pr ot ocol Specification--PDUs and FEC TLVs

SHOULD If it encounters a FEC El enent type it cannot decode, it should stop
decodi ng the FEC TLV, abort processing the nmessage containing the TLV,
and send an "Unknown FEC' Notification message to its LDP peer
signaling an error.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgttgsiesdo“ﬁ Ubﬁg{gsigao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-16.2 | RFC 3036, s3.4.2.1 p37 Generic Label TLV

MUST Prot ocol Specification--Label, Address, and Hop Count TLVs
Val i date Generic Label TLV encoding from DUT.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ:ttgsigdo“i Ubﬁg{gsiesdo“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- NEGATIVE
16.14 RFC 3036, s3.4.3 p40 Address List TLV
MUST Prot ocol Specification--Label, Address, and Hop Count TLVs
The followi ng address encodi ngs are defined by this version of the
pr ot ocol :
Address Fanily Addr ess Encodi ng
| Pv4 4 octet full 1Pv4 address
| Pv6 16 octet full |Pv6 address
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;igsisao“i Ubsg{gsiegao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP-18.2 | RFC 3036, s3.4.4.1 p40 Hop Count Procedures
SHOULD Hop Count Procedures
During setup of an LSP an LSR R nay receive a Label Mppi ng nessage
for the LSP that contains the Hop Count TLV. If it does, it should
record the hop count value and not rel ease the mapping.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgigsigao“i “bﬁﬂizsiﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-20.1 | NEGATIVE
RFC 3036, s3.4.6 p43 Status TLV
MUST
Status TLV
Notification nessages carry Status TLVs to specify events being
si gnal ed.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;igsisao“i Ubsg{gsisao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-20.2 | RFC 3036, s3.4.6 p44 Status TLV
MUST Status TLV
Val idate Status TLV encodi ng from DUT.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: “bSEIZs%Sa"‘“ Ubﬁg{gsigao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-20.4 | RFC 3036, s3.4.6 p44 Status TLV
MUST Status TLV
F bit should be the same as the setting of the F-bit in the Status
Code field.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;igsisao“i Ubsgttgsisao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested : : :
pass pass pass
ANVL-LDP-20.8 | RFC 3036, s3.4.6 p44 Status TLV
SHOULD Status TLV
Forward bit (F-Bit)....If clear (=0), the notification should not
be forwarded.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;igsigaom Ubﬁgttgsigdo“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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@2023-11-21
ANVL-LDP- RFC 3036, s3.4.6 p45 Status TLV
20.12
Status TLV
MUST A message other than a Notification nessage nay carry a Status TLV as
an Optional Paraneter.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-21.1 | RFC 3036, s3.5 p45 LDP Messages
MUST LDP Messages, Notification Messages, KeepAlive Messages, Address Messages
Upon recei pt of an unknown [LDP] nessage, if Unknown Message bit (U)
is clear (=0), a notification is returned to the nessage originator.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-21.2 | RFC 3036, s3.5 p45 LDP Messages
MUST LDP Messages, Notification Messages, KeepAlive Messages, Address Messages
Upon recei pt of an unknown [LDP] message, if Unknown Message bit (U)
...is set (=1), the unknown nessage is silently ignored.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-21.5 | RFC 3036, s3.5.1 p45 Notification Message
MUST LDP Messages, Notification Messages, KeepAlive Messages, Address Messages
Val idate Notification Message TLV encodi ng from DUT
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.4 p63 KeepAlive Message
21.11
LDP Messages, Notification Messages, KeepAlive Messages, Address Messages
Val i dat e KeepAlive Messages from DUT
MUST
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, s3.5.5 p64 Address Message
21.13
LDP Messages, Notification Messages, KeepAlive Messages, Address Messages
MUST Val i dat e Address Message format from DUT.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.5.1 p65 Address Message Procedures
21.14
LDP Messages, Notification Messages, KeepAlive Messages, Address Messages
SHOULD When a new LDP session is initialized and before sending Label Mapping
or Label Request nmessages an LSR should advertise its interface
addresses with one or nore Address nessages.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.5.1 p65 Address Message Procedures
21.15
LDP Messages, Notification Messages, KeepAlive Messages, Address Messages
Whenever an LSR "activates" a new interface address, it shoul d
SHOULD ; .
advertise the new address with an Address nessage.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.5.1 p65 Address Message Procedures
21.16
LDP Messages, Notification Messages, KeepAlive Messages, Address Messages
SHOULD Whenever an LSR "de-activates" a previously advertised address, it
shoul d withdraw the address with an Address Wthdraw nessage; see
Section "Address Wthdraw Message".
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.5.1 p65 Address Message Procedures
21.17
LDP Messages, Notification Messages, KeepAlive Messages, Address Messages
MUST If an LSR does not support the Address Family specified in the Address
List TLV, it should send an "Unsupported Address Fam |y" Notification
toits LDP signalling an error and abort processing the nmessage.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, s3.5.6 p65 Address Withdraw Message
21.18
LDP Messages, Notification Messages, KeepAlive Messages, Address Messages
MUST Val i dat e Address Wt hdraw Message fornmat from DUT.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Uba;:g;sao‘k “TQ{Q;S;,O‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-22.1 | RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST Events Signaled by Notification Messages
Mal f ornmed LDP PDUs or Messages that are part of the LDP Discovery
mechani sm are handl ed by silently discarding them
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgttgsgdo‘t Ubﬂﬂfﬁ;ﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-22.2 | RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST Events Signal ed by Notification Messages
Mal f orned LDP PDUs or Messages that are part of the LDP Discovery
nmechani sm are handl ed by silently discarding them (Targeted Hell o)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;‘tlgsgdo“i Ublljmg;egao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-22.3 | RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST Events Signal ed by Notification Messages
An LDP PDU received on a TCP connection for an LDP session is
mal fornmed if (1) The LDP Identifier in the PDU header is unknown to
the receiver....This is a fatal error signaled by the Bad LDP
Identifier Status Code.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: meg;sao‘k Ubsgttgsgao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested ’ ’ ’
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP-22.4 | RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST Events Signal ed by Notification Messages
An LDP PDU received on a TCP connection for an LDP session is
mal fornmed if (1) The LDP ldentifier in the PDU header is...known but
is not the LDP Identifier associated by the receiver with the LDP
peer for this LDP session. This is a fatal error signaled by the
Bad LDP Identifier Status Code.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬁ;}:;(faom Ubﬁgttgsido“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-22.5 | RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST Events Signal ed by Notification Messages
An LDP PDU received on a TCP connection for an LDP session is
mal fornmed if: (2) The LDP protocol version is not supported by the
receiver....This is a fatal error signaled by the Bad Protocol
Version Status Code. (DUT takes passive role)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgttgs%esdo“ﬁ Ubﬁg{gsiao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-22.6 | NEGATIVE
RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST : . .
Events Signaled by Notification Messages
An LDP PDU received on a TCP connection for an LDP session is
mal forned if: (2) The LDP protocol version is not supported by the
receiver, or it is supported but is not the version negotiated for
the session during session establishnent. This is a fatal error
signaled by the Bad Protocol Version Status Code.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂst“el;gao“i Ubﬁgttgsiami
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-22.8 | RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST Events Signal ed by Notification Messages
An LDP PDU received on a TCP connection for an LDP session is
mal forned if: (2) The LDP protocol version is not supported by the
receiver....This is a fatal error signaled by the Bad Protocol
Version Status Code. (DUT takes active role)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgtlgsgdo“i UDSL‘EEJEJ"“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested unpredict
pass pass p

Test Report created at 2023-11-24 21:47:42 UTC

Page 30 of 49



@FRROUTING

RFC Compliance Test Report

LDP Results

www.OpenSourceRouting.org

OpenSourceRouting

a project by the Network Device Education Foundation, Inc (www.NetDEF.org)

Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP-22.9 | NEGATIVE
RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST . g .
Events Signal ed by Notification Messages
An LDP PDU received on a TCP connection for an LDP session is
mal forned if: (3) The PDU Length field is too small ( 14)....
This is a fatal error signaled by the Bad PDU Length Status Code.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- NEGATIVE
22.10 RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST Events Signaled by Notification Messages
An LDP PDU received on a TCP connection for an LDP session is
mal forned if: (3) The PDU Length field is...too large (> naxi mum
PDU I ength). This is a fatal error signaled by the Bad PDU Length
St atus Code. (PDU contains random dat a)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- NEGATIVE
2211 RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST Events Signal ed by Notification Messages
An LDP PDU received on a TCP connection for an LDP session is
mal formed if: (3) The PDU Length field is...too large (> nmaxi mum
PDU I ength). This is a fatal error signaled by the Bad PDU Length
Status Code. (PDU contains Label Mapping nessages)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- NEGATIVE
22.12 RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST Events Signaled by Notification Messages
An LDP PDU received on a TCP connection for an LDP session is
mal fornmed if: (3) The PDU Length field is...too large (> maxi mum
PDU I ength). This is a fatal error signaled by the Bad PDU Length
St atus Code. (PDU contains Label Request nessages)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- NEGATIVE
22.13 RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST Events Signal ed by Notification Messages
An LDP Message is malformed if: (1) The Message Type is unknown. |If
the Message Type is 0x8000 (high order bit = 0) it is an error
signal ed by the Unknown Message Type Status Code. |f the Message Type
is >= 0x8000 (high order bit = 1) it is silently discarded.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- NEGATIVE
22.15 RFC 3036, 3.5.1.2.1 p49 Malformed PDU or Message
MUST Events Signal ed by Notification Messages
An LDP Message is malforned if: (3) The nessage is missing one or nore
Mandat ory Paraneters. This is a non-fatal error signalled by the
M ssi ng Message Paraneters Status Code.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, 3.5.1.2.2 p50 Unknown or Malformed TLV
22.16
Events Signal ed by Notification Messages
MUST Mal f ormed TLVs contained in LDP nessages that are part of the LDP
Di scovery mechani sm are handl ed by silently discarding the containing
nessage.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, 3.5.1.2.2 p50 Unknown or Malformed TLV
22.17
Events Signal ed by Notification Messages
MUST A TLV contained in an LDP nessage received on a TCP connection of an
LDP is mal forned if: (1) The TLV Length is too large, that is,
i ndicates that the TLV extends beyond the end of the containing
nessage. This is a fatal error signaled by the Bad TLV Length Status
Code.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, 3.5.1.2.2 p50 Unknown or Malformed TLV
22.18
Events Signaled by Notification Messages
MUST A TLV contained in an LDP nessage received on a TCP connection of an
LDP is malformed if: (2) The TLV type is unknown. |If the TLV type is
0x8000 (high order bit 0) it is an error signaled by the Unknown TLV
Status Code. |If the TLV type is >= 0x8000 (high order bit 1) the TLV
is silently dropped.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬁ;}:;(faom Ubﬁgttgsido“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, 3.5.1.2.2 p50 Unknown or Malformed TLV
22.19
Events Signaled by Notification Messages
MUST A TLV contained in an LDP nessage received on a TCP connection of an
LDP is malformed if: (3) The TLV Value is malfornmed. This occurs when
the receiver handles the TLV but cannot decode the TLV Value. This is
interpreted as indicative of a bug in either the sending or receiving
LSR. It is a fatal error signaled by the Malformed TLV Val ue Status
Code.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgsgami ”*’52{:;2;?41
18.04: FAIL FAIL 18.04: FAIL FAIL FAIL
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested FAIL FAIL FAIL
ANVL-LDP- RFC 3036, s3.5.1.2.3 p48 Session KeepAlive Timer Expiration
22.20
Events Signal ed by Notification Messages
MUST Timer expiration is a fatal error signaled by the KeepAlive Tiner
Expired Status Code.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: “bggzg;;f’“: Ubﬁﬂﬁgsff‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.1.2.4 p51 Unilateral Session Shutdown
22.21
Events Signaled by Notification Messages
MUST This is a fatal event signaled by the Shutdown Status Code. The
Notification Message nay optionally include an Extended Status TLV to
provi de a reason for the Shutdown. The sending LSR termi nates the
session immedi ately after sending the Notification.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
) ) untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, $3.5.1.2.7 p51 Internal Errors

22.23
Events Signaled by Notification Messages

MUST An LDP inpl enentation nmay be capabl e of detecting problem conditions
specific to its inplenentati on. Wen such a condition prevents an

i mpl ementation frominteracting correctly with a peer, the

i mpl ement ati on shoul d, when capabl e of doing so, use the Internal
Error Status Code to signal the peer. This is a fatal error.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;igsigaom Ubﬁgttgsisdo“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-23.1 | RFC 3036, s3.5.2 p52 Hello Messages

MUST Hel | o Messages
Val i date Hel | o Messages encodi ng from DUT
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;igsisao“i Ubsgttgsisao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-23.3 | RFC 3036, s3.5.2 p52 Hello Messages

MUST Hel | o Messages
Hold Tinme: A value of 0 neans use the default, which is 15 seconds for
Link Hellos. A value of Oxffff neans infinite.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬁ;i:;gd% Ubﬁgttgsisdo“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-23.4 | RFC 3036, s3.5.2 p52 Hello Messages

MUST Hel | o Messages
Hold Tinme: A value of 0 nmeans use the default, which is 45 seconds for
Targeted Hell os.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgigsisdo“i Ubﬁgigsigdo‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-23.8 | RFC 3036, s3.5.2 p53 Hello Messages

MUST Hel | o Messages
Reserved - This field is reserved. It nust be set to zero on
transm ssion and ignored on receipt.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂzigsiesao“i Ubsg{gsiegao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, s3.5.2 p52 Hello Messages
23.10
Hel | o Messages
MAY Optional TLV Configuration Sequence Nunber - Specifies a 4 octet
unsi gned configurati on sequence nunber that identifies the
configuration state of the sending LSR  Used by the receiving LSR
to detect configuration changes on the sending LSR
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgs%esdo“ﬁ Ubﬁg{gsiao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.2.1 p54 Hello Message Procedures
23.13
Hel | o Messages
MUST W recommend that the interval between Hello transm ssions be at nost
one third of the Hello hold tine.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: “bﬂﬁlé‘siif‘“ Ubﬁg{gs}&“i
18.04: FAIL FAIL 18.04: FAIL FAIL FAIL
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested FAIL FAIL FAIL
ANVL-LDP- NEGATIVE
23.14 RFC 3036, s3.5.2.1 p54 Hello Message Procedures
MUST Hel | o Messages
Recei ved LDP Hell o Message Step 2: If the Hello is not acceptable, the
LSR i gnhores it.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: ”TRIZ&SJ"“ Ubsg{:;sami
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- NEGATIVE
23.16 RFC 3036, s3.5.2.1 p54 Hello Message Procedures
MUST Hel | o Messages
A Link Hello is acceptable if the interface on which it was received
has been configured for |abel switching.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂmgsgdo“i Ublljm;siao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-24.1 | RFC 3036, s3.5.3 p55 Initialization Message
MUST Initialization Messages
Validate Initializati on Messages encodi ng from DUT
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ:}gsgdo“i Ubﬁﬂfﬁ;ﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21

ANVL-LDP-24.3 | RFC 3036, s3.5.3 p56 Initialization Messages

MUST Initialization Messages

A, Label Advertisenent Discipline - Indicates the type of Label
advertisenent. A value of 0 nmeans Downstream Unsolicited
advertisenent.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgigsigao“i “bﬁﬂizsiﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested : : :
pass pass pass

ANVL-LDP-24.8 | RFC 3036, s3.5.3 p57 Initialization Messages

MUST Initialization Messages
D, Loop Detection - Indicates whether |oop detection based on path
vectors is enabled. A value of 0 neans | oop detection is disabled.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.3 p57 Initialization Messages

24.10
Initialization Messages

MUST PVLim Path Vector Linmt - The configured nmaxi num path vector |ength.
Must be O if |loop detection is disabled (D = 0).

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubttimgsisdo“ﬁ Ubﬁg{gsigao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.3 p57 Initialization Messages

24.14
Initialization Messages

MUST Reservgd - Thi s field is reserve_d. It nmust be set to zero on
transm ssion and ignored on receipt.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;igsisao“i Ubsgttgsisao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested ’ : ’
pass pass pass
ANVL-LDP- RFC 3036, s3.5.3 p57 Initialization Messages

24.15
Initialization Messages

MUST Max PDU Length - Two octet unsigned integer that proposes the maxi mum
al l owabl e I ength for LDP PDUs for the session. A value of 255 or |ess
specifies the default maxi mum | ength of 4096 octets.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂzigsiesao“i Ubsg{gsiegao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, s3.5.3 p57 Initialization Messages
24.19 . - -
Initialization Messages
MUST Recei ver LDP Identifier - If there is no matching Hello adjacency, the
LSR must send a Session Rejected/No Hello Notification nmessage in
response to the Initialization nessage and not establish the session.
(Receiver LDP ID: incorrect LSR Id, correct |abel space)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
) ) untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.3 p57 Initialization Messages
24.20 — -
Initialization Messages
MUST Receiver LDP Identifier - If there is no matching Hello adjacency, the
LSR nmust send a Session Rejected/No Hello Notification message in
response to the Initialization nessage and not establish the session.
(Receiver LDP ID: correct LSR Id, incorrect |abel space)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubas}gigao“i Ubﬁ';‘g;ﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-26.7 | RFC 3036, s3.5.7.1 p67 Label Mapping Message Procedures
MUST Label Mapping Messages
An LSR receiving a Label Mapping nessage froma downstream LSR for a
Prefix or Host Address FEC El enent should not use the |abel for
forwarding unless its routing table contains an entry that exactly
mat ches the FEC El enent.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂg}gsigdo“i “bﬁﬁiiiﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-26.8 | RFC 3036, s3.5.7.1.1 p67 Independent Control Mapping
MUST Label Mappi ng Messages
An LSR configured for Independent Control and Downstream Unsolicited
node sends a mappi ng nessage when the LSR recogni zes a new FEC via the
forwardi ng table.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ:ttgsgdo“i Ubﬁg{;;esdo“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, s3.5.7.1.1 p67 Independent Control Mapping
26.11 -
Label Mappi ng Messages
An LSR configured for Independent Control sends a mappi ng nessage when
MUST h h
when the attributes of a mapping change.
Ubuntu 18.04: Ubuntu 18.04:
untested untested
Debian 12: Debian 12: untested Debian 12: Debian 12: untested
untested untested
ANVL-LDP- RFC 3036, s3.5.7.1.1 p67 Independent Control Mapping
26.12 -
Label Mapping Messages
MUST An LSR configured for Independent Control sends a mappi ng nessage when

recei ving a mappi ng fromthe downstream next hop and no upstream
mappi ng has been creat ed.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgttg;gao‘“ Ubﬂmgsgao"i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-27.7

SHOULD

RFC 3036, s3.5.8.1 p71 Label Request Message Procedures

Label Request Messages

The receiving LSR should respond to a Label Request nessage with a

Label Mapping for the requested | abel or with a Notification nmessage
i ndicating why it cannot satisfy the request.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ::g;gao“i Ubﬂﬂ{ﬁ;ﬁf":
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-27.8

MUST

RFC 3036, s3.5.8.1 p71 Label Request Message Procedures
RFC 3036, s3.5.8.1 p71 Label Request Message Procedures

Label Request Messages

VWhen the FEC for which a label is requested is a Prefix FEC El enment or
a Host Address FEC El ement, the receiving LSR uses its routing table
to determine its response. Unless its routing table includes an entry
that exactly matches the requested Prefix or Host Address, the LSR

nmust respond with a No Route Notification nmessage.

A Notification message that signals a request cannot be satisfied
contains one of the followi ng Status Codes:

(1) No Route.

Ubuntu 18.04:
untested

Debian 12:
untested

Debian 12:
untested

Debian 12: untested Debian 12: untested

Ubuntu 18.04:
untested
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, s3.5.10 p74 Label Withdraw Message
28.12
Label Abort Request Messages, Label Wthdraw Messages, Label Rel ease Messages
MUST Val i date the Label Wthdraw Message encodi ng from DUT
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.10.1 p75 Label Withdraw Message Procedures
28.15 RFC 3036, Appendix A.1.14 p120 LSR decides to no longer label switch
a FEC
MUST ]
Label Abort Request Messages, Label W thdraw Messages, Label Rel ease Messages
An LSR transnits a Label Wthdraw nmessage under the foll ow ng
conditions: (1) The LSR no |onger recogni zes a previously known FEC
for which it has advertised a label; (2) The LSR has deci ded
unilaterally (e.g., via configuration) to no |longer |abel switch a FEC
(or FECs) with the | abel mapping being w thdrawn.
When LSR unilaterally decides (or is re-configured) to no |onger | abel
switch a particul ar FEC, Execute procedure Send_Label Wt hdraw (Peer,
FEC, PrevAdvLabel)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, $3.5.10.1 p76 Label Withdraw Message Procedures
28.19
Label Abort Request Messages, Label Wthdraw Messages, Label Rel ease Messages
MUST The FEC TLV nmay contain the Wldcard FEC Elenent; if so, it may
contain no other FEC Elenents. In this case, if...there is not an
optional Label TLV in the Label Wthdraw nessage, then the sending
LSR is withdrawi ng all |abel mappings previously advertised to the
recei ving LSR
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.11 p76 Label Release Message
28.21
Label Abort Request Messages, Label W thdraw Messages, Label Rel ease Messages
Val i dat e Label Rel ease Message encodi ng from DUT
MUST
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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as specified above.
froman LSR which is not the next
keeps each unused | abel,

In this case [LSR receives a | abel
hop for the FEC],
so that it

Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, s3.5.11 p77 Label Release Message
28.22
Label Abort Request Messages, Label Wthdraw Messages, Label Rel ease Messages
MUST Val i date optional Label TLV encoding fromDUT in Label Release
Message
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.11.1 p77 Label Release Message Procedures
28.23
Label Abort Request Messages, Label W thdraw Messages, Label Rel ease Messages
MUST An LSR nmust transnmit a Label Rel ease nessage under any of the
following conditions: (3) The LSR receives a Label Wthdraw
nessage.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.11.1 p77 Label Release Message Procedures
28.26
Label Abort Request Messages, Label W thdraw Messages, Label Rel ease Messages
MUST Note that if an LSRis configured for "liberal node", a Rel ease
nmessage Wi ll never be transmitted in the case of condition (1)
as specified above. In this case [LSR which sent the | abel
mappi ng i s no longer the next hop for the nmapped FEC|], the upstream
LSR keeps each unused | abel, so that it can i mediately be used | ater
i f the downstream peer becones the next hop for the FEC.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.11.1 p77 Label Release Message Procedures
28.27
Label Abort Request Messages, Label W thdraw Messages, Label Rel ease Messages
MUST Note that if an LSR is configured for "liberal npode", a Rel ease
nmessage Wi ll never be transmitted in the case of condition (2)

mappi ng
t he upstream LSR

can immediately be used later if
t he downstream peer becones the next hop for the FEC.

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: szmg;gdo“i “bﬁﬂiiiﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP-31.1 | NEGATIVE
RFC 3036, s3.10.1 p83 Well-known Numbers/UDP and TCP Ports
MUST
Wl | - known Nunbers, Nane Spaces
The UDP port for LDP Hello messages is 646
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂg}gsgdo“i ”bﬁﬁiiiﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-31.2 | RFC 3036, s3.10.1 p83 Well-known Numbers/UDP and TCP Ports
MUST Vel | -known Nunbers, Name Spaces
The TCP port for establishing LDP session connections is 646
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬁ;}:ﬁf{-ﬂ“i Ubﬁgttgsido“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-32.1 | NEGATIVE
RFC 3036, s5.1 p86 Spoofing
MUST RFC 3036, s5.3 p87 Denial of Service
Security Considerations
An LSR can reduce the threat of spoofed Basic Hellos by accepting
Basic Hellos only on interfaces to which LSRs that can be trusted are
directly connected.
LDP provides two potential targets for denial of service (DoS)
att acks:
(1) Well known UDP Port for LDP Discovery. An LSR administrator can
address the threat of DoS attacks via Basic Hellos by ensuring that
the LSR is directly connected only to peers which can be trusted to
not initiate such an attack.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubg;}g;gf‘“ Ubﬁ'ﬂ;ﬁ;ﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-32.4 | NEGATIVE
RFC 3036, s5.1 p86 Spoofing
MUST ) . )
Security Considerations
An LSR can reduce the threat of spoofed Extended Hellos by filtering
them and accepting only those originating at sources pernmtted by an
access list. (DUT is passive for session establishnent)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
) ) untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP-32.5 | RFC 3036, s5.1 p86 Spoofing
MUST Security Considerations
An LSR can reduce the threat of spoofed Extended Hellos by filtering
them and accepting only those originating at sources pernmtted by an
access list. (DUT is active for session establishnent)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubg;}g;gf‘“ Ubﬁ'ﬂ;ﬁ;ﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-32.6 | RFC 3036, s5.1 p86 Spoofing
MUST Security Considerations
An LSR can reduce the threat of spoofed Extended Hellos by filtering
them and accepting only those originating at sources pernitted by an
access list.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: meg;sao‘k Ubsgttgsgao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-32.7 | NEGATIVE
RFC 3036, s5.1 p86 Spoofing
MUST ) ) )
Security Considerations
An LSR can reduce the threat of spoofed Extended Hellos by filtering
them and accepting only those originating at sources pernitted by an
access |ist.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- NEGATIVE
32.10 RFC 3036, s5.1 p86 Spoofing
MUST Security Considerations
An LSR can reduce the threat of spoofed Basic Hellos by ignoring Basic
Hel |l os not addressed to the All Routers on this Subnet nulticast
group.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
) ) untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21

ANVL-LDP-33.4 | RFC 3036, Appendix A.1.1 p97 Receive Label Request

MUST Recei ve Label Request
If there is no Next Hop, Execute procedure Send_Notification
(MsgSource, No Route)

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ;‘tlgsgdo“i ”bﬁﬂiiiﬁf‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-34.2 | RFC 3036, Appendix A.1.2 p99 Receive Label Mapping

MUST Recei ve Label Mapping Part One

If the received | abel nmapping does not match an outstandi ng | abel
request for FEC previously sent to MsgSource, and no | oop detected,
and LSR does not have a previously received | abel mapping for FEC from
MsgSource for the LSP in question, and the MsgSource is not the Next
Hop for the FEC, and LSR is using liberal |abel retention, record

| abel mapping for FEC with | abel and received attributes from

MsgSour ce.

(LMp. 1->3->9->11->12->13->33)

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬁzttgsigaom Ubﬁgttgsido“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass

ANVL-LDP-34.3 | RFC 3036, Appendix A.1.2 p99 Receive Label Mapping

MUST Recei ve Label Mapping Part One

If the received | abel nmapping does not match an outstandi ng | abel
request for FEC previously sent to MsgSource, and no | oop detected,
and LSR does not have a previously received | abel mapping for FEC from
MsgSource for the LSP in question, and the MsgSource is the Next Hop
for the FEC, and LSR is not ingress for FEC, and for each peer that
LSR has previously sent a | abel mapping for FEC for the LSP in
question, and for each peer that received attributes in the received

| abel mapping are not consistent with those previously sent, and for
each peer that LSR does not have any pending | abel requests for FEC,
record | abel mapping for FEC with | abel and received attributes from
MsgSour ce, and send a | abel nmapping to peer and update record of | abel
mappi ng for FEC previously sent to peer to include the new attributes
sent, and perform LSR Label Use procedure.

(LMp. 1->3->9->11->12->14->16->17- >18- >22- >23- >24- >25- >26- >27- >28- >

30->31->33)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂg}:siesao“i Ubsg{:;egao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21

ANVL-LDP-34.5 | RFC 3036, Appendix A.1.2 p99 Receive Label Mapping

MUST Recei ve Label Mapping Part One

If the received | abel nmapping does not match an outstandi ng | abel
request for FEC previously sent to MsgSource, and no | oop detected,
and LSR does not have a previously received | abel mapping for FEC from
MsgSource for the LSP in question, and the MsgSource is the Next Hop
for the FEC, and LSR is not ingress for FEC, and for each peer that
LSR has not previously sent a | abel mapping for FEC for the LSP in
question, and if DU ordered control is not in use by LSR and LSR has
no | abel requests for FEC from peer nmarked as pending, record | abel
mappi ng for FEC with | abel and received attributes from MsgSource,
and perform LSR Label Use procedure.

(LMp. 1->3->9->11->12->14->16- >17- >18- >19- >28- >30- >31- >33)

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgigsigdo“i Ubﬁgigsiesao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, Appendix A.1.2 p99 Receive Label Mapping

34.11 - -
Recei ve Label Mapping Part One

MUST If the received | abel nmapping does not match an outstandi ng | abel
request for FEC previously sent to MsgSource, and no | oop detected,
and LSR has a previously received | abel nmapping for FEC from MsgSource
for the LSP in question, and the | abel previously received from
MsgSour ce does not match | abel received in nmessage, execute procedure
Send_Message( MsgSource, Label Rel ease, FEC, Label).

(LMp. 1->3->9->10- >32- >33)

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubttimgsisdo“ﬁ Ubﬁg{gsigao“i
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, Appendix A.1.2 p99 Receive Label Mapping

34.13
Recei ve Label Mapping Part One

MUST If the received | abel nmapping does not match an outstandi ng | abel
request for FEC previously sent to MsgSource, and no | oop detected,
and LSR does have a previously received | abel mapping for FEC from
MsgSource for the LSP in question, and the | abel previously received
from MsgSource matches | abel received in the nmessage, and the
MsgSource is not the Next Hop for the FEC, and LSR is using liberal

| abel retention, record | abel mapping for FEC with | abel and received
attributes from MsgSource.

(LMp. 1->3->9->10->11->12->13- >33)

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgigsigao“i Ubﬁg{gsisao‘*:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested : : :
pass pass pass
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ANVL-LDP- RFC 3036, Appendix A.1.2 p99 Receive Label Mapping
34.14
Recei ve Label Mapping Part One
MUST If the received | abel mapping does not match an outstandi ng | abel
request for FEC previously sent to MsgSource, and no | oop detected,
and LSR has a previously received | abel mapping for FEC from MsgSource
for the LSP in question, and the | abel previously received from
MsgSour ce matches | abel received in the message, and the MsgSource is
the Next Hop for the FEC, and LSR is not ingress for FEC, and for each
peer that LSR has previously sent a | abel mapping for FEC for the LSP
in question, and for each peer that received attributes in the
recei ved | abel mapping are not consistent with those previously sent,
and for each peer that LSR does not have any pending | abel requests
for FEC, record | abel mapping for FEC with | abel and received
attributes from MsgSource, and send a | abel mapping to peer and update
record of |abel mapping for FEC previously sent to peer to include the
new attributes sent, and perform LSR Label Use procedure.
(LMp. 1- >3->9->10->11->12- >14- >16- >17- >18- >22- >23- >24- >25- >26- >27- >28- >
30- >31- >33)
Ubuntu 18.04: Ubuntu 18.04:
untested untested
Debian 12: Debian 12: untested Debian 12: Debian 12: untested
untested untested
ANVL-LDP- RFC 3036, Appendix A.1.2 p99 Receive Label Mapping
34.16
Recei ve Label Mapping Part One
MUST If the received | abel napping does not match an outstandi ng | abel

request for FEC previously sent to MsgSource, and no | oop detected,
and LSR has a previously received | abel mapping for FEC from MsgSource
for the LSP in question, and the | abel previously received from
MsgSour ce matches | abel received in the message, and the MsgSource is
the Next Hop for the FEC, and LSR is not ingress for FEC, and for each
peer that LSR has not previously sent a | abel mapping for FEC for the
LSP in question, and if DU ordered control is not in use by LSR and

LSR has no | abel requests for FEC from peer marked as pendi ng, record
| abel mapping for FEC with | abel and received attributes from
MsgSour ce, and perform LSR Label Use procedure.
(LMp. 1- >3->9->10->11->12->14- >16- >17- >18- >19- >28- >30- >31- >33)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ::gsigao“i Ubﬂmgsgao‘“
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP- RFC 3036, Appendix A.1.2 p99 Receive Label Mapping
34.23
Recei ve Label Mapping Part One
MUST If the received | abel napping nmatches an outstanding | abel request for
FEC previously sent to MsgSource, and no | oop detected, and LSR does
not have a previously received | abel mapping for FEC from MsgSource
for the LSP in question, and the MsgSource is the Next Hop for the
FEC, and LSR is not ingress for FEC, and for each peer that LSR has
previously sent a | abel mapping for FEC for the LSP in question, and
for each peer that received attributes in the received | abel mapping
are not consistent with those previously sent, and for each peer that
LSR does not have any pendi ng | abel requests for FEC, delete record of
out standi ng FEC | abel request, record | abel mapping for FEC with | abel
and received attributes from MsgSource, and send a | abel mapping to
peer and update record of |abel napping for FEC previously sent to
peer to include the new attributes sent, and perform LSR Label Use
procedure.
(LMp. 1->2- >3- >9->11- >12- >14- >16- >17- >18- >22- >23- >24- >25- >26- >27- >28- >
30->31->33)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂgttgsgao“i Ubﬁmgs%esao‘“
18.04: FAIL FAIL 18.04: FAIL FAIL FAIL
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested FAIL FAIL FAIL
ANVL-LDP- NEGATIVE
35.18 RFC 3036 Appendix A - A.1.2 p104 Receive Label Mapping
MUST Recei ve Label Mapping Part Two
Note 4: An unsolicited mapping with a different |abel fromthe same
peer woul d be an attenpt to establish nmultipath |abel sw tching, which
is not supported in this version of LDP.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-37.4 | RFC 3036, Appendix A.1.4 p107 Receive Label Release
MUST Recei ve Label Rel ease, Receive Label Wthdraw
If LSR receives a Label Release (that does not match any outstanding
Label Wthdraws) and LSR is the egress and is not nerging, then
Renmove Label from forwarding/switching use for traffic from MsgSource
and if any peers do not still hold the |abel, free the |abel.
LRI . 1->2->4->6->10->11->12->13
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP-37.6 | RFC 3036, Appendix A.1.4 p107 Receive Label Release
MUST Recei ve Label Rel ease, Receive Label Wthdraw
If LSR receives a Label Release (that does not natch any outstanding
Label Wthdraws) and LSR is not the egress and is not nerging, and
the LSR is not configured to propagate rel eases, then Renove Label
from forwarding/switching use for traffic from MsgSource and if any
peers do not still hold the |abel, free the |abel.
LRI . 1->2- >4- >6- >7- >8->10- >11- >12- >13
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036 Appendix A - A.1.4 p108 Receive Label Release
37.10
Recei ve Label Rel ease, Receive Label Wthdraw
MUST Note 1: If LSR is using Downstream Unsolicited | abel distribution, it
shoul d not re-advertise a | abel mapping for FEC to MsgSource until
MsgSour ce requests it.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, s3.5.10.1 p76 Label Withdraw Message Procedures
37.13 RFC 3036, Appendix A.1.5 p110 Receive Label Withdraw
MUST Recei ve Label Rel ease, Receive Label Wthdraw
An LSR that receives a Label Wthdraw nmessage nust respond with a
Label Rel ease nessage.
When receiving a Label Wthdraw, renove Label from forwarding/
switching use and Execute procedure Send_Message (MsgSource, Label
Rel ease, FEC, Label)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-38.2 | RFC 3036, Appendix A.1.6 p111 Recognize New FEC
MUST Recogni ze New FEC
When | earning a new FEC while configured for Downstream Unsolicited
I ndependent Control, if LSR does not have previously retained | abel
mappi ng fromthe Next Hop for FEC, and Next Hop is not a peer, repeat
LSR Label Distribution procedure (FEC 1) for each Peer.
(FEC. 1- >2- >3- >6)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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Max al | owabl e hop count, and received attributes do not
Vector, return No Loop Detected.
(CRa. 1- >2- >3- >5)

Release Release Release Release Release Dev-9.0 Stable
8.4 8.4.2 8.5 8.4.3 8.5.1 2023-06-13 9.1
@2023-11-21
ANVL-LDP-38.3 | RFC 3036, Appendix A.1.6 p111 Recognize New FEC
RFC 3036, Appendix A.1.6 p113 Recognize New FEC
MUST .
Recogni ze New FEC
When | earning a new FEC whil e configured for Downstream Unsolicited
I ndependent Control, if LSR has previously retained | abel napping from
the Next Hop for FEC, repeat LSR Label Distribution procedure (FEC. 1)
for each Peer and generate Received Label Mapping Event.
(FEC. 1- >2- >5- >6)
Note 3: If the LSR has a label for the FEC fromthe Next Hop, it
shoul d behave as if it had just received the |abel fromthe Next Hop.
This occurs in the case of Liberal |abel retention node.
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP-42.3 | RFC 3036, Appendix A.2.1 p121 Send_Label
MUST Send Label, Send Label Request, Check Received Attributes
If the LSR has a |l abel to allocate, allocate |abel and bind it to the
FEC, install l|abel for forwardi ng/sw tching use, execute procedure
Send_Message( Peer, Label Mapping, FEC, Label, Attributes), record
| abel mapping for FEC with | abel and attributes has been sent to peer,
and if LSR does not have a record of a FEC | abel request from peer
mar ked as pending, return success.
(SL. 1->2- >3- >4->5->6- >8)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, Appendix A.2.6 p126 Check_Received_Attributes
42.11
Send Label, Send Label Request, Check Received Attributes
MUST If received attributes do not include Hop Count, return No Loop
Det ect ed.
(CRa. 1- >5)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
ANVL-LDP- RFC 3036, Appendix A.2.6 p126 Check_Received_Attributes
42.13
Send Label, Send Label Request, Check Received Attributes
MUST If received attributes include Hop Count and Hop Count does not exceed

i nclude Path

Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubﬂ:ttgsgdo‘t U"ﬁg{;;;“:
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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ANVL-LDP- RFC 3036, Appendix A.2.6 p126 Check_Received_Attributes
42.15
Send Label, Send Label Request, Check Received Attributes
MUST If received attributes include Hop Count and Hop Count does not exceed
Max al | owabl e hop count, and received attributes include Path Vector,
and the Path Vector does not include LSR Id, and I ength of Path Vector
does not exceed Max allowable |length, return No Loop Detected.
(CRa. 1- >2- >3- >4- >5)
Ubuntu Ubuntu 18.04: Ubuntu Ubuntu 18.04: | Ubuntu 18.04: Ubuntu 18.04: Ubuntu 18.04:
untested untested
18.04: pass pass 18.04: pass pass pass
Debian 12: Debian 12: untested Debian 12: Debian 12: untested Debian 12: Debian 12: Debian 12:
untested untested
pass pass pass
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